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[bookmark: _Hlk39645958]Cryptoassets - Cryptocurrency and NFTs
[bookmark: _Hlk145935543]In deciding whether we will accept and hold donations of cryptoassets, or not, we will assess the opportunities, benefits, risks and limitations.  In doing so, we will ensure that we either have or source relevant expertise.  If we decide to accept cryptoassets, we will implement appropriate financial and other controls, and manage the risk on an ongoing basis. 

If applicable we will take into account the environmental impact of cryptoassets and blockchain technology, which can be energy intensive.
 
[bookmark: _Hlk145108446]Applicability
This policy applies to all trustees, other volunteers, employees, contractors, and third-party representatives of the charity.  Its requirements should be reflected in other policies and procedures, agreements and contracts, as necessary. 
Definitions
· Blockchain - a digital ledger. It records who owns each cryptoasset and when they are transferred.
· Cryptoassets - digital representations of value or rights that use blockchain technology. Cryptoassets include cryptocurrencies and non-fungible tokens (NFTs).
· Cryptocurrency - a digital, or virtual, currency that you can trade or use to buy and sell things, which is stored online on a blockchain.   
· Common forms are Bitcoin, Ethereum and Binance Coin, but there are many others. 
· Crypto philanthropy - making donations in the form of cryptocurrencies (instead of via traditional cash payments) to support charitable causes.
· Crypto wallet - stores your private keys, keeping your crypto safe and accessible and allows you to send, receive, and spend cryptocurrencies.
· A hot wallet is always connected to the internet and cryptocurrency network.
· A cold wallet is not connected to the internet and stores your private keys offline.
· Decentralised Autonomous Organisation (DAO) – an entity with no central governing body that uses blockchain to distribute decision-making power across token holders.
· Fiat currency - is legal tender whose value is tied to a government-issued currency, like the U.S. dollar or £ sterling in the UK.
· Non-fungible tokens (NFTs) - digital assets that link ownership to unique physical or digital items, such as works of art, real estate, music, or videos. ‘Non-fungible’ means they are unique and not replaceable. NFTs are also stored on a blockchain.
· Stablecoin – a cryptocurrency whose value is linked to stable assets like the US Dollar or gold. Theoretically this makes the price less volatile.
Management of Cryptoassets
Benefits
· New income stream - with fundraising hugely challenging crypto philanthropy offers a potentially very useful and, probably, growing new source of income. 
· New donors - the per capita income of crypto investors is higher than the average individual, even though the average age of crypto investors is lower than those donating traditionally.  
· Lower costs - dealing with cryptocurrency transactions is far more cost-effective than dealing with traditional currency, which require banks and other third-party financial firms that charge fees. There are other cost savings, too. Cryptocurrencies are not tied to geography so currency conversion costs are not needed.
· Greater transparency - cryptocurrencies use blockchain, which makes it easy for those in the chain to see when changes are made, and currency transactions can be traced.  For example, a donor making a gift can see through the block chain how that money is being used at any time. This works to increase public trust in charities.
· Third party reliance - cryptocurrencies bypass traditional financial infrastructure. As a result, crypto donations can be used to get financial aid into areas that would otherwise be difficult to reach.  
Risks
· High volatility which means the value can change very quickly.
· Potential for data protection non-compliance – see below.  
· Potential fraud or theft by hackers.
· Online/hot wallets are more susceptible to hacking attempts whereas cold wallets are not connected to the internet, and as a result can be more secure. 
· Hardware wallets are physical so are dramatically less likely to be hacked, but of course, can be damaged or lost.
· The lack of protection compared to traditional currencies or financial products.
· Cryptoassets are largely unregulated, so it’s very unlikely there would be access to the Financial Services Compensation Scheme (FSCS) or the Financial Conduct Authority (FCA) if something goes wrong.
· That laws on cryptoassets vary between countries.
· Cryptoassets are banned in some countries and others have complex regulatory requirements.
· The difficulty in tracing donors because donations of cryptoassets can be made anonymously.
Taxation
· [bookmark: _Hlk151722909]HMRC does not consider cryptoassets to be currency or money, so any donations of cryptoassets will not be eligible for Gift Aid - HMRC Gift Aid Chapter 3.4.1.
· If cryptoassets are converted to ‘money’ then the converted ‘money’ can be donated to charity under the Gift Aid scheme, subject to normal qualifying conditions applying.
· The donor must convert cryptoassets into ‘money’ before donating it to the charity and should bear in mind any personal Capital Gains Tax implications. 
Management Action 
· Carry out an assessment of the scope to secure and grow cryptoasset donations compared to the set-up and ongoing financial and non-financial costs and associated risks.
· Assess the various crypto platforms and different types of cryptoassets to determine which.
· Best meets the charity’s needs and.
· Complies fully with essential legal and regulatory requirements, such those for taxation and data protection. 
· Carry out a cost/benefit analysis on holding donations in a crypto wallet versus converting them to a traditional currency.
· If our charity will receive donations directly into a crypto wallet, ensure the platform to be used is compliant with UK regulations and registered with the FCA for anti-money laundering and counterterrorism, as required.
· Ensure that finance and fundraising follow and make donors aware of the HMRC guidance on the taxation of cryptoassets. 
· We will ensure that donors are given relevant information at the point of donation and that our privacy notice adequately covers the processing of donors’ personal information. 
· We will keep accurate records showing money received and spent, as well as the assets and liabilities and value cryptocurrency assets at the end of each financial year-end based on their fair value.
· That is, the value for which the charity could dispose of the asset. 
[bookmark: _Hlk145935686]Data Protection Challenges
The application of data protection law in systems where control is both decentralised and distributed and where personal data is often permanently embedded in public transaction records, raises important issues for transparency and the exercise of information rights, among other things. We will either take appropriate action to ensure we remain data protection compliant or not use such systems.
· Where block chain transaction use pseudonymised data, the identity of a person can be determined by using additional information.  
· In cases where personal data is on the chain (i.e., where it is reasonably likely for individuals to be identified or identifiable), the permanency of data on the ledger raises potential concerns for compliance with data protection law and the exercise of individual rights such as rectification and erasure.
· Decentralised Autonomous Organisations (DAO) are entities with no central governing body that use the blockchain to distribute decision-making power across token holders raising issues over who is accountable for processing personal data. 
[bookmark: _Hlk145108225]Version Control - Approval and Review
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[bookmark: _Hlk131316199]Regulatory Guidance

Charity Commission – CC8 Internal Financial Controls.
Charity Commission - Know you donor.
HMRC – Guidance on cryptoasset taxation.
FCA and FSCS advice on the risks of using cryptoassets.
Useful Resources

ICO - Written Evidence to Parliament.
Fundraising Regulator – Cryptocurrency blog. 
CAF – Giving A Bit(Coin) – Cryptocurrency & Philanthropy

Disclaimer & Legal

This document may be used by non-profits and may not be used on a commercial basis, without our prior written approval.  Copyright and all other intellectual property rights of this and any derivatives of this document are retained by Alumna to the fullest extent possible in law.  

We are neither lawyers nor accountants, so are unable to offer professional advice.  Even if we were, we could not offer advice that would adequately cover all charities or all circumstances.  This draft policy is an example only and not intended to be taken into use as is. If you have a regulator other than the Charity Commission, there may be other requirements that are not necessarily included in this example policy. 

In using this draft policy, you are accepting that you will take all necessary steps, including seeking professional advice, to ensure the policy approved meets fully your charity’s needs and complies with all regulatory and legal guidance and that we have no responsibility whatsoever for any loss or detriment that may arise from using it.  I have included links to regulatory guidance, and you can find pro bono support using the Charity Excellence Help Finder. 

Ian 

Ian McLintock ½ Founder

07595 371 444
ian@charityexcellence.co.uk
www.charityexcellence.co.uk  
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