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Fraud Prevention and Detection Policy
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[bookmark: _Hlk177287464][bookmark: _Hlk178143094]Applicability
This policy applies to all trustees, other volunteers, employees, contractors, and third-party representatives of the charity.  Its requirements should be reflected in other policies and procedures, agreements and contracts, as necessary. 
Purpose

This policy outlines our commitment to preventing, detecting, and responding to fraud, including emerging risks associated with AI, such as voice and video cloning.
Definition of Fraud

Fraud is defined as any intentional act of deception, misrepresentation, or omission to gain an unfair or unlawful advantage. This includes, but is not limited to:
· Financial fraud (e.g., embezzlement, theft).
· Identity fraud (e.g., impersonation using AI technologies).
· Cyber fraud (e.g., phishing, AI-generated scams).
We have implemented the following to ensure the risk of fraud is adequately mitigated. 
· We are committed to combatting fraud and will work to create an anti-fraud culture. 
· Conducted a comprehensive assessment of fraud risk.
· Designed and implemented proportionate prevention procedures, which are appropriate to our charity and its particular circumstances.
· Monitor/review/improve fraud prevention measures on an ongoing basis. 
Tax Evasion
The trustees have assessed the risk of tax evasion and related issues, such as money laundering and bribery, where appropriate. Tax evasion risks to our charity include. 
· Misusing Gift Aid – claiming tax relief on donations that do not qualify.
· Incorrectly Reporting Income – under-declaring funds or failing to disclose taxable income.
· Avoiding Payroll Taxes – paying staff or contractors ‘off the books’ without tax deductions.  
We have implemented the following to ensure that the risk of tax evasion is sufficiently mitigated.  We will:
· Carry out appropriate due diligence. 
· Ensure this policy is communicated and appropriate briefing/training provided.
· Ensure financial transactions and records are subject to scrutiny on an ongoing basis.   
· Maintain clear financial records and receipts for donations, grants, and expenses.
· Ensure donors meet the criteria before claiming Gift Aid.
· Pay staff and contractors correctly using PAYE or proper invoicing for tax compliance.
· Declare all sources of funding, including trading and investment income.
· Use Professional Advice When Needed.
AI-Related Fraud Risks

We recognise the growing threat of AI technologies being misused for fraudulent purposes, such as:
· Voice Cloning: Fraudsters using AI to replicate voices for impersonation.
· Video Cloning/Deepfakes: AI-generated videos used to mislead or deceive.
Prevention Measures

To mitigate fraud risks, including AI-related threats, we will:
· Awareness and Training: Regularly train staff and volunteers on recognizing and responding to AI-related fraud, including voice and video cloning scams.
· Verification Protocols: Implement robust identity verification processes for financial transactions and sensitive communications.
· Technology Safeguards: Use AI detection tools to identify and flag potential deepfake content.
· Data Security: Protect sensitive data to prevent unauthorized access that could enable AI fraud.
Reporting and Response
· All suspected fraud, including AI-related incidents, must be reported immediately to [Designated Officer/Team].
· Reports will be investigated promptly, with findings reported to the Board of Trustees.
· Where necessary, incidents will be reported to law enforcement and relevant regulatory bodies.
Keeping Beneficiaries Safe
Inevitably, it is the most vulnerable who suffer most from scams and AI will bring not only much more sophisticated scams but also far more of these. It’s not possible to make advice comprehensive and also clear and simple but the guidance below covers some of the key issues everyone should be aware of.  
· If it doesn’t look or feel right, don’t trust it.
· If it looks/sounds too good to be true, it is too good to be true.
· If they make it seem urgent & ask for sensitive information or money, it’s a scam.
· Do not click links or open documents, unless you’re sure these are safe.
· Avoid sharing sensitive personal information online.
· If in any doubt, ask someone you can trust for advice before you do anything they ask you to.
Fraud Reporting
All fraud will be reported to the trustees and, if appropriate, the local Police, and additional reporting will also be considered.  
· Action Fraud in England, Wales and Northern Ireland. 
· Police Scotland in Scotland.
· The Charity Commission for England and Wales or Northern Ireland.
· HMRC for tax fraud or avoidance.
Version Control - Approval and Review
This policy will be reviewed periodically, or following an incident, change in legislation, or other significant factors.  
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· CC8 - Protect your charity from fraud.
· How to report a serious incident in your charity.
· Protect your charity from cyber-crime.

Useful Resources

CEF: Deepfakes.
Charity Tax Group: Corporate Criminal Offence (Tax Evasion).
RSM: Common Types of Fraud in the Charity Sector.
Preventing Charity Fraud.
Which: The World of Scams.
Annex 1: Examples of Common Fraud in Charities
· Donation Fraud: Fraudulent activities carried out in the name of a charity to solicit donations, such as fake fundraising campaigns or phishing emails.
· Grant Fraud: Misuse of grant funds, including misreporting expenses or inflating project costs.
· Expense Fraud: Claiming non-existent expenses or disguising personal expenses as business costs.
· Procurement Fraud: Manipulating the purchasing process, such as bid rigging or kickbacks.
· Payroll Fraud: Creating fake employees or inflating hours worked for personal gain.
· Cyber Fraud: Phishing, ransomware, or hacking attacks targeting charities.
· AI Fraud: Using AI to impersonate voices, create deepfake videos, or mimic charity representatives.
Annex 2: Examples of Scams Targeting UK Charities and Countermeasures
· Phishing Scams
· Description: Fraudsters send emails or messages impersonating trusted entities (e.g., banks, suppliers, or charity executives) to steal sensitive information or funds.
· Countermeasures: 
· Avoid clicking on links in unsolicited emails or messages.
· Verify sender details and email headers to confirm authenticity.
· Use anti-phishing software and keep systems updated.
· CEO Fraud
· Description: Scammers impersonate senior charity officials, requesting urgent payments or changes to financial details.
· Countermeasures: 
· Confirm requests through established contact details.
· Train staff to recognize signs of impersonation.
· Implement dual authorization for financial transactions.
· Donation Fraud
· Description: Fake fundraising campaigns or fraudulent websites mimic legitimate charities to solicit donations.
· Countermeasures: 
· Verify the authenticity of fundraising campaigns.
· Use secure donation platforms.
· Monitor online presence for impersonation attempts.
· Grant Fraud
· Description: Misuse of grant funds or obtaining grants using false information.
· Countermeasures: 
· Conduct regular audits of grant usage.
· Verify grant applications thoroughly.
· Maintain transparent reporting practices.
· AI-Generated Scams
· Description: Fraudsters use AI to create realistic voice or video impersonations to deceive charity representatives or donors.
· Countermeasures: 
· Use AI detection tools to identify deepfakes.
· Implement robust identity verification protocols, such as safe words or only making transactions through recognised channels, such as purchase orders..
· Educate staff and donors about AI-related risks.
· Scam Alert Services
· Description: Services like Action Fraud provide alerts and guidance on emerging scams targeting charities.
· Countermeasures: 
· Subscribe to scam alert services (e.g., Action Fraud).
· Report suspected scams to relevant authorities.
· Share alerts with staff and volunteers to raise awareness.
Disclaimer & Legal

This document may be used by non-profits and may not be used on a commercial basis, without our prior written approval.  Copyright and all other intellectual property rights of this and any derivatives of this document are retained by Alumna to the fullest extent possible in law.  

We are neither lawyers nor accountants, so are unable to offer professional advice.  Even if we were, we could not offer advice that would adequately cover all charities or all circumstances.  This draft policy is an example only and not intended to be taken into use as is. If you have a regulator other than the Charity Commission, there may be other requirements that are not necessarily included in this example policy. 

In using this draft policy, you are accepting that you will take all necessary steps, including seeking professional advice, to ensure the policy approved meets fully your charity’s needs and complies with all regulatory and legal guidance, keep it under regular review and ensure it is up-to-date and that we have no responsibility whatsoever for any loss or detriment that may arise from using it.  I have included links to regulatory guidance, and you can find pro bono support using the Charity Excellence Help Finder. 

Ethics Note: AI was partially used in researching this policy. 

Ian 

Ian McLintock ½ Founder
ian@charityexcellence.co.uk
www.charityexcellence.co.uk

Iterations

Iteration 1: 17 April 2025.
Iteration 2: 4 May. Tax evasion.
Iteration 3: ECCT Act, s199 – mitigating fraud responsibility, 27 May 25.
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