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Internal Financial Controls Policy

Applicability
This policy applies to all trustees, other volunteers, employees, contractors, and third-party representatives of our charity.  Its requirements should be reflected in other policies and procedures, agreements and contracts, as necessary. 
Trustee Responsibilities
· Ensure appropriate controls are in place. Establish and maintain financial controls proportionate to the charity’s size, complexity and risk profile, covering all aspects of income, expenditure, assets, and financial management.
· Review effectiveness annually. Carry out a formal annual review of the effectiveness of the charity’s internal financial controls, using the Charity Commission CC8 guidance and checklist as a benchmark, and take action to address any weaknesses identified.
· Ensure controls operate in practice. Obtain assurance that financial controls are not only documented but are operating effectively in practice, supported by appropriate evidence such as reconciliations, approvals, audit trails and management reports.
· Maintain oversight of financial performance. Receive, consider and challenge regular financial reports, ensuring the charity’s financial position, risks and variances from budget are understood and acted upon. Financial performance will be reviewed at each trustee meeting.
· Ensure proper accounting and compliance. Ensure that proper accounting records are kept, accounts are prepared in accordance with legal and regulatory requirements, and all statutory reporting and filing obligations are met on time.
· Manage risk and protect assets. Identify and manage financial risks, including fraud, bribery, cyber risk and misuse of funds, and ensure appropriate controls and policies are in place to mitigate these risks.
· Oversee delegated authority. Approve and regularly review delegated financial authorities, ensuring appropriate separation of duties and that no individual has sole control over key financial processes.
· Scrutinise significant decisions. Review and approve significant financial commitments, novel or contentious expenditure, and major contracts, ensuring these deliver value for money and are in the charity’s best interests.
· Ensure transparency and accountability. Promote a culture of openness and accountability, ensuring financial information is clear, understandable and available to trustees, and that concerns can be raised and addressed.
· Consider independent assurance. Periodically consider whether independent internal audit, external review, or other assurance arrangements are appropriate to test the effectiveness of financial controls.
· Oversee committees and delegated groups (where applicable). Where a finance sub‑committee or similar group exists, ensure it operates under clear terms of reference and reports regularly to the full Board, which retains ultimate decision‑making responsibility.  Dee our Charity Excellence Committee Roles and Responsibilities and Chair, Treasurer & Secretary Role Descriptions.
Separation of Duties

No one person may both authorise and pay any payment or transfer.  For example, an on-line banking payment or credit card transaction.  
  
Conflict of Interest

No individual may:

· Authorise or make changes to his or her own pay or personnel entitlements or records, or.
· Make payments or enter into contracts with family members or organisations in which they have an interest, either directly or through a close family member.

Contracting

A robust contracting process is to be implemented with major contracts openly tendered, subject to board scrutiny and approval, and retendered every 3 to 5 years.   Contracts and other agreements should be recorded in a simple contracts register and each reviewed annually to ensure these continue to meet the charity’s needs and offer good value for money.  

Budgeting

The Board is to scrutinise and approve an annual budget.  The budget should include prudent income forecasts that have been tested to confirm that there is a reasonable expectation of securing the funding planned for.  

Financial Reporting

Up to date financial reports should be submitted to the Board regularly.  Reports should use simple clear English that all board members will be able to understand and.

· Explain the charity’s current and likely future financial position.
· Focus on the key issues and risks, the action being taken to address these and the expected outcome.  
· Highlight any significant deviations from budget or funding shortfalls. 

Use of AI.  If using AI for automated financial reporting and analysis, we will ensure that any software chosen is compliant with Charity Commission and UK GAAP guidance, and train staff in using the automated systems.  We will also take steps to prevent and detect any inaccuracies, such as: 

· Regular Audits: Regular internal and external audits to identify and correct any inaccuracies.
· Data Validation: Implement data validation checks to ensure the accuracy and completeness of financial data.
· Monitor Transactions: Continuously monitor financial transactions for any unusual or suspicious activity.
· Human Sign-off. Reports and analysis will be subject to review and sign off by a human before being sent out. 
· Feedback Mechanism: Establish a feedback mechanism for staff and stakeholders to report any issues or concerns with the financial systems.

Financial Management

Budget holders are to review financial reports, investigate any variances to budget/forecast and unusual or unexpected transactions that cannot be adequately explained and take appropriate action.  Any significant issues should be reflected in reports to the Board.   

Cash 

· Cash is secured under lock and key.
· Access is restricted to those who need access.  
· A cash limit is set that is within the insurance limit.
· Cash is not sent through the post.
· Cash and cheques are banked regularly, particularly if significant sums of cash are received. 
· Cash is banked ‘gross’ – that is income is not netted off against other expenditure.  All transactions must be recorded.    
· Cash is kept separate from personal money and is never used for personal expenditure. 
· Where significant sums are to be banked, two individuals escort the money and it is transported by car, not on foot.  In the event of a robbery, the money is to be handed over without resistance.
· Cash payments are avoided wherever possible.

Banking

Bank Accounts.  Bank, savings and any other form of investment are only to be opened with the written approval of the Board.

· The account is to be reconciled at least monthly.  
· The bank reconciliation, statement, cashbook, chequebook and any other supporting documentation are cross checked.
These checks are to be made by someone other than the person concerned with the original recording of the transactions.
Bank mandates, account signatories and e-banking access are to be kept up-to-date and individuals may only be added with the written approval of the Board.  The list of people with access and their access levels are to be reviewed annually, as part of the audit preparation process. 
Non-Standard Payment Requests.  To safeguard against AI deep fakes, any non-standard requests for payment, such as phone or video calls, must involve codewords or confirmations through a different channel.
International Transfers.  There are specific risks and regulations, such as the Financial Action Task Force (FATF), relating to transferring currency internationally.  There are also specific regulatory requirements in some countries and strict HMRC guidelines on transferring charitable funding overseas that must be complied with.   The advice and approval of ………………… is to be sought in all cases.    
Income
Regular checks are to be carried out to ensure that records are being accurately maintained and that there are no discrepancies in the accounting records.  Specifically, that:
· Records of cash and cheques received agree with bank paying-in slips. 
· The paying-in slips equate with the bank statements, both in terms of amount banked and date of credit; and 
· All transfers or other direct payments into the bank can be identified and verified against paperwork.
Restricted funds - are to be accounted for separately to ensure these are only used in accordance with donors’ restrictions.  
Multi-year funding - is to be accounted for in a way that ensures future year funding is not inadvertently spent in the current accounting year.
Anonymous or suspicious donations - are to be subject to appropriate due diligence to minimize the risk of fraud.  
Expenditure

Delegation of Authority.  Each budget line should have a specific nominated budget holder who has the authority to approve expenditure against that budget.  Expenditure may not be authorised beyond the limit of the delegated budget without appropriate approval by line management.    

This may be sub delegated, subject to appropriate approval by line management. However, responsibility for all expenditure remains with the budget holder and, before delegating authority, he or she is to ensure that the individual to whom a delegation is made is issued with any necessary instructions and is competent.  

Approval and Payment.  The prior approval of the CEO is required for any projects or proposals in excess of £x that are not included in the business plan and funded in the budget and for any that will result in a budget being overspent.  All expenditure must be properly authorised, represent good value for money and be on appropriate items or services.  Delegations and any subsequent changes are to be issued in writing and clearly specify budget lines and limits.  

Authorising officers are to check invoices received against orders and confirm that the goods or services have been received, are correctly priced, with any discounts or credit notes taken into account and sales tax (eg VAT) excluded if appropriate, before authorising payment.

The Finance staff are to check each invoice before payment.  Any that have not been appropriately authorised should be rejected and remain the personal responsibility of the individual who incurred the expenditure.  

Electronic Payments.  Anyone able to make payments is to be made aware of basic cyber security steps, including the risk of online scams, including AI voice scams. These can very convincingly imitate a member of your charity but using text and video.  The following may indicate that a call is scam:

· Voice message scam calls are not live so you might notice that they use generic language.
· Where the call is live, you may be able to spot a slight delay in response as the fraudster types their reply into the software and you may even hear the tap of the keyboard).
· Be suspicious of any call or voice message out of the blue, particularly if it is from an unknown number.

Identity Verification.  AI now enables the faking of individuals voices and also of individuals in online meetings. AI frauds are already being carried out against both individuals and organisations.  Consequently, it is important that any request to divulge sensitive information, such as passwords or access codes, or financial decisions made on a call or online meeting are verified. 

· Verify who the caller is by asking a question that only the real person would know the answer to.
· For example, something discussed at a recent team meeting.
· If you are not sure, hang up and call the person back on the number you have stored for them.
· Consider creating a code word for your team that you can use to verify a caller.

Pay and Remuneration.  Pay is the single biggest cost and, therefore, particular safeguards need to be put in place.  

· Any proposals to increase staffing are to be submitted to …………………………….
· If used, time sheets should be properly completed and signed by line managers.
· The payroll schedule should be checked and signed each month by line management. For example, to check any changes have been authorised, the rates used are correct, and issues such as staff being paid twice or for amounts or items that would not be expected.
· The staff list should be reconciled to the payroll at random, but regular periods not exceeding 3 months.

Ensure that a:

· Leave record system is in place and is properly up-to-date and maintained.
· Monitoring system for sick leave is in place and any excessive absences managed accordingly.

Pay and personnel records should be kept separate.  

Payment Procedures.  Payments systems, such as cheque books, credit cards and on-line systems and passwords should be adequately safeguarded.  Physical items, such as e banking encryption devices and cheque books should be kept under lock and key when not in use.  Passwords should not be written down or shared and should be changed regularly and if compromised.  Accounting IT systems should be routinely backed up and back-ups stored off site in case of fire.  

Cheques should always be crossed, blank cheques never signed, and mandates restricted to only those who need to sign cheques. Credit card limits should be kept as low as possible.  
Travel Expenses.  Claims should be countersigned by the line manager to confirm that the journey was valid, undertaken and the amounts claimed were reasonable in the circumstances.  Expenses claims are to be checked by Finance to ensure that the expenses policy has been complied with.

Novel and Contentious Expenditure.  This is defined as follows:

· Novel - does not meet the letter of our regulations.  That is, using a budget for a purpose for which it was not intended.  For example, payment of a bonus to an individual, when there is no such provision in the pay policy.  Or exceeding permissible limits.  For example, payment of subsistence rates or class of hotel accommodation that exceed the limits in the expenses policy.  
· Contentious - meets the letter of the relevant policy, but where the need for it or the cost involved may be questioned.  For example, where subsistence has been approved within agreed limits, but alcohol or other inappropriate expenditure is claimed for.    

Payment of any expenditure which may be novel or contentious requires the prior approval of the Board.  

Assets

Fixed Assets and Equipment.  Purchases of assets that have a life expectancy of, and will provide benefit for, more than one financial year may be treated as capital items and their value written down over the lifetime of the asset. 

In general, the minimum value for an item to be treated as a capital asset is £x.  

· A fixed asset register is maintained and reviewed annually. 
· Items are allocated inventory codes and marked accordingly.
· Subsequent to the annual review, insurance cover is reviewed to prevent being under or over insured. 
· Staff do not remove assets or items of equipment without prior approval.
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In deciding whether we will accept and hold donations of cryptoassets, or not, we will assess the opportunities, benefits, risks and limitations.  In doing so, we will ensure that we either have or source relevant expertise.  If we decide to accept cryptoassets, we will implement appropriate financial and other controls, and manage the risk on an ongoing basis. 

Other Issues

Fraud/Bribery.  If fraud is suspected, it is to be brought to the attention of …………….  

Hospitality.  Employees may be offered hospitality in the form of being taken out to drinks or events, or gifts by suppliers or others.  It is essential that this is entirely above board and can be demonstrated to be so.  Employees and board members may only accept hospitality or gifts, which are worth less than the value of £x.  Such gifts are to be declared in the Hospitality Book, held by ……….., unless these are trivial and of value of less than £y.  The Hospitality book is to be reviewed and signed off by the Chair annually, as part of audit preparation.   

Losses.   Any losses are to be investigated.  The amount and circumstances of the loss are to be determined and, in particular, whether the loss arose from weaknesses in procedures and/or a failure to apply procedures correctly.  Appropriate action is to be taken to ensure no further losses occur, arising from similar circumstances.  The value of any item is to be at realisable value.  Any loss must be approved for write off in line with the delegations from the Board. The loss is to be written off on the accounting system and the record of investigation and approval for write-off filed for audit purposes.
Records.  

· Records are to be retained in accordance with the documents policy.  In particular, cashbooks and other prime books of account are retained for 7 years and supporting vouchers for 18 months.
· A secure archive is identified, and records kept under lock and key.
· The archive is organised to enable records to be easily identified and retrieved.

Experience and Training.  

· On appointment, appropriate work references are taken up and qualification certificates checked. 
· Staff are competent and properly trained to carry out their duties in relation to finance. 
· Staff are made aware of relevant financial policies on appointment and those with financial responsibilities are briefed by the finance team as part of their induction process.  
· Relevant financial policy requirements are included in the Staff Handbook and job descriptions.  
· That this and other guidance is readily available to staff and brought to their attention.

IT and Online Security

· Security software, such as anti-virus and firewalls, are to be kept up-to-date, preferably by automatic renewal.
· There are effective controls for authorising and managing access.  
· Software updates are installed promptly. 
· Passwords are strong, not shared and changed regularly.
· Data is remotely backed-up on a regular basis.
· There are disaster recovery procedures that would restore data quickly and fully enough; these have been tested.
· No sensitive financial information is to be entered into Large Language Model AI systems, such as ChatGPT or Gemini.  
· Financial information, including back-ups, stored on shared drives is accessible only to those who need to have access to it.  
· Adequate security procedures are in place for online purchasing.   
· Staff and volunteers are aware of what they need to do (and not do) to maintain online security.

On leaving the organisation, an individual’s accounts are to be disabled.

Scams    

With the advent of AI, the volume and sophistication of scams are expected to increase significantly. AI tools can automate and scale scam operations, reaching more potential victims quickly. They can create highly personalised and convincing phishing attempts by analysing online behaviour, craft tailored messages and use advanced techniques like deepfakes and fake identities to mimic real people. 
This makes scams harder to detect and increases their success rates. AI-generated phishing attempts are comparable to those created by human experts, making scams more frequent, convincing, and harder to spot. This poses a greater threat to charities and their beneficiaries.
Listed below are checklist for our charity and another simpler version that may be adapted and used to help safeguard our beneficiaries.  
Version Control - Approval and Review
	Version No
	Approved By
	Approval Date
	Main Changes
	Review Period

	1.0
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Charity Commission E&W

CC: 8 - Internal Financial Controls
Financial Controls Checklist
Compliance toolkit.

Fundraising Regulator

Handling cashless donations.

Useful Links:

Which: How to spot and protect yourself from scams.
Citizens Advice: Check if something might be a scam.

Annex A – Scam Checklist for Charities

· Verify Contact Information: Always verify the contact details of any individual or organisation requesting funds or information.
· Check for Legitimacy: Ensure the request is from a legitimate source by checking official websites or contacting the organisation directly.  Never use a phone number given to you by the caller.
· Look for Red Flags: Be cautious of unsolicited emails, phone calls, or messages asking for personal or financial information.
· Don’t Click.  Never click on a link or open a document from someone you don’t know, or if it’s been sent by a contact but looks suspicious, especially if they are executable files (.exe, .dmg) or unfamiliar file types. Their account may have been cloned. 
· Review Payment Methods: Avoid making payments through unsecure methods like wire transfers or gift cards.
· Ask for Documentation: Request official documentation or written confirmation for any financial requests or donations.  AI can now clone voice and imagery – never carry out a financial transaction agreed online or by phone, unless it has been backed up by a normal authorisation method.  Or at least consider using a safe word. 
· Educate Staff: Train staff on recognising and reporting potential scams.
· Use Secure Systems: Ensure all financial transactions are conducted through secure and verified systems.
· Monitor Accounts: Regularly monitor bank accounts and financial statements for any unusual, or unexpected transactions.
· Stay Informed: Keep up-to-date with the latest scam trends and share this information with your team.  Sign up for the free Which scam alerts.
· Avoid Sharing Financial Information: Do not share personal or financial details over email or phone unless you are sure of the recipient's identity.
· Recognise Scam Indicators:
· Alarming Subject Lines: Look out for subject lines that use urgent or alarming words like "Urgent," "Action Required," or "Immediate Attention."
· Unusual Sender Email Addresses: Check the sender's email address for unusual domain names or public domain addresses (e.g., @gmail.com instead of a company domain).
· Mismatched Links: Hover over any links to see if the URL matches the text of the link. Be cautious if the link appears different or suspicious.
· Requests for immediate payment or threats of penalties for not complying.
· Unsolicited offers that seem too good to be true.
· Poor grammar or spelling errors in communication.
· Requests for sensitive information such as bank account details or passwords.
· Lack of contact information or only a mobile phone number provided.

Reporting Scams:

· Action Fraud: Report scams to Action Fraud online or by calling 0300 123 2040 (Monday to Friday, 8am to 8pm).
· Suspicious Emails: Forward suspicious emails to report@phishing.gov.uk for investigation by the National Cyber Security Centre (NCSC).
· Text Messages: Forward suspicious text messages to 7726 to report them to your mobile phone provider.

If You've Been Scammed:

· Protect Yourself: Immediately stop any further communication with the scammer and block their contact details.
· Gather Evidence: Collect all relevant information about the scam, including emails, messages, and transaction details.
· Contact Your Bank Immediately: Inform your bank or financial institution about the scam and ask them to stop any transactions.
· Report the Scam: Report the scam to Action Fraud and provide them with all the collected evidence.
· Seek Support: Contact Citizens Advice for further guidance and support on what to do next.

Annex B – Simplified Scams Checklist for Vulnerable People

This has been written to help vulnerable people, such as those with learning difficulties or older people who are not familiar with technology.  Rewrite it further to meet the needs of your beneficiaries.  Or use this Age UK scam guide for older people or the Internet Matters guide on how to protect young people from social scams. 

· Check Who You're Talking To: Always check the person's details who asks for money or information. Make sure they are who they say they are.  For example, look up the website of the organisation they claim to be from and call the organisation using the number on its website.  Don’t use a number given to you by an unknown caller. 
· Be Careful with Unexpected Contacts: Be cautious if you get unexpected emails, calls, or messages asking for personal or financial details.
· Don’t Click.  Do not click links or open documents sent to you by someone you don’t know, or any link or document that looks suspicious, with first checking the person it’s meant to be from.  Scammers can break into accounts and send messages pretending to be that person.
· Be Careful with Payments: Avoid making payments through unsafe methods like wire transfers or gift cards.
· Keep an Eye on Your Accounts: Regularly check bank accounts and financial statements for any unusual or unexpected transactions.
· Keep Personal Information Private: Don't share personal or financial details over email or phone unless you're sure about the recipient's identity.
· Watch for Scam Signs:
· Alarming Subject Lines: Look out for subject lines that use urgent or alarming words like "Urgent," "Action Required," or "Immediate Attention."
· Requests for immediate payment or threats for not complying.
· Unsolicited offers that seem too good to be true.
· Poor grammar or spelling in messages.
· Requests for sensitive information like bank details or passwords.
· Lack of proper contact information.

Reporting Scams:

· Action Fraud: Report scams to Action Fraud online or call 0300 123 2040 (Monday to Friday, 8am to 8pm).
· Suspicious Emails: Forward suspicious emails to report@phishing.gov.uk.
· Text Messages: Forward suspicious texts to 7726.

If You've Been Scammed:

· Stop Communicating: Immediately stop talking to the scammer.
· Collect Evidence: Keep all emails, messages, and transaction details.
· Contact Your Bank Immediately: Inform your bank or credit card company about the scam and ask them to stop any transactions.
· Report the Scam: Report the scam to Action Fraud with all the collected evidence.
· Seek Support: Contact Citizens Advice for guidance and support.

Disclaimer & Legal

This document may be used by non-profits and may not be used on a commercial basis, without our prior written approval.  Copyright and all other intellectual property rights of this and any derivatives of this document are retained by Alumna to the fullest extent possible in law.  

We are neither lawyers nor accountants, so are unable to offer professional advice.  Even if we were, we could not offer advice that would adequately cover all charities or all circumstances.  This draft policy is an example only and not intended to be taken into use as is. If you have a regulator other than the Charity Commission, there may be other requirements that are not necessarily included in this example policy. 

In using this draft policy, you are accepting that you will take all necessary steps, including seeking professional advice, to ensure the policy approved meets fully your charity’s needs and complies with all regulatory and legal guidance and that we have no responsibility whatsoever for any loss or detriment that may arise from using it.  I have included links to regulatory guidance, and you can find pro bono support using the Charity Excellence Help Finder. 

Ian 

Ian McLintock ½ Founder
ian@charityexcellence.co.uk
www.charityexcellence.co.uk  

Iterations

Apr 23 - Initial draft.
Apr 24 - Nonstandard payment requests (AI scams).
Oct 24 - AI financial reporting, scams checklists.
May 26 – trustee responsibility.
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