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AI Ethics and Governance Framework
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Introduction
It is not a case of whether we choose to use AI or not but of whether we are ready, or not for the fundamental impact it is already beginning to have on our society.  Those who are not, will lose out on the huge opportunities and place themselves at greater risk. This framework will enable you to make sure that doesn’t happen to you. 
[bookmark: _Toc221621564]How to Use the Framework
What guidance you will need to create depends on your organisation’s size, sector and activities it undertakes.  
· Read through each section, choosing those elements and items you wish to.
· Amend these as necessary to meet your needs.
· Add in anything that’s unique to your organisation that you wish to. 
· Ensure that your people are part of this process, and.
· They are supported, trained and held accountable.
· To ensure that your decisions are implemented consistently and well.    
[bookmark: _Toc221621565]Navigating the Framework
Training. Charity Excellence Learning provides a whole range of free online AI Learning, including:
· AI for Boards and Management (Ethics & Governance) and.
· Making AI Work for Your Organisation (Strategy and People).
These two 45-minute courses require no previous AI knowledge. They will enable all your board members and management team to understand their responsibilities and what steps they need to take to ensure your organisation uses AI well and stays safe.    
Ethics. Items in the Governance section that relate to ethics, are in italics. 
Best Practice. We have included links to our AI Best Practice Guides. 
All our guides include links to a range of related resources produced by others, enabling you to explore topics in-depth, if you wish to. 
[bookmark: AI_Ethics]

[bookmark: _Toc221621566]Section 1 - AI Ethics 
The moral compass that focusses on the principles guiding our use of AI.
Principles.  We have adopted the 5 core principles in the UK Governments non statutory framework for its regulators, insofar as these are applicable to our organisation. 
· Safety, Security and Robustness: AI systems should be safe, secure, and resilient against risks and misuse. 
· Appropriate Transparency and Explainability: people should understand how AI systems work and decisions are made. 
· Fairness: AI should treat people and groups fairly, avoiding bias and discrimination. 
· Accountability and Governance: clear responsibility for AI decisions and strong human oversight must be in place. 
· Contestability and Redress: people should be able to challenge AI decisions and seek remedies if harmed. 
Process. In determining our ethical stance on AI and its use, we will apply the following process in making decisions relating to AI ethics.
· Objects/Purpose: assessing ethics in the context of our object(s) and not our personal values, to ensure we continue to always act solely in our organisation’s best interests. 
· Decide Which Principles: accountability, safety, security, fairness, transparency, responsibility, sustainability, rights.
· Define Why It Matters: substantive harm to beneficiaries, and/or our reputation, or breaches compliance, or counter to the values that underpin our objects.
· Frame the Decision: endorse, set limits, or adopt a stance.
Policy.  If you wish to, the above process can also be used to create an ethics policy statement.  Apply it to the ethics statements relevant to your organisation, from within the Governance Framework below; ethics related statements are in italics.    

[bookmark: AI_Governance]💡Top Tip – you can download 60+ free policies from Charity Excellence, which have been updated to reflect AI, where appropriate.    
[bookmark: _Toc221621567]Section 2 - AI Governance
The framework for managing AI systems – oversight, structure and rules.
[bookmark: Exercising_Oversight][bookmark: _Toc221621568]Exercising Oversight
· All key AI decisions and proposals will be subject to scrutiny and approval by the Board.
· The Board will be advised on any substantive concerns or breaches in AI use.
· We will appoint an AI lead trustee or allocate responsibility to a committee.
· To monitor our use of AI and risk and.
· To keep up with evolving AI technologies, ethical standards and emerging best practice.
· Will review this policy and our AI performance annually.
💡Top Tip: We have simple online job specifications for AI lead trustees and AI responsibilities for committees.
[bookmark: Thinking_Strategically][bookmark: _Toc221621569]Thinking Strategically
We have recognised the fundamental impact of AI on society, and it is treated by us as a strategic opportunity. Even those who do not actively use AI, there are external threats and it will also impact society overall, not least in areas such as health and poverty.
AI is reflected in our strategic plan and annual reviews. As part of this we have identified how it is most likely to impact our organisation and community and taken appropriate steps to build that into our plans.
💡Top Tip: The Charity Excellence Learning free Making AI Work for Your Organisation course will enable you to understand the likely impact on your organisation and give you tools to help you respond. 
[bookmark: Policies_and_Procedures][bookmark: _Toc221621570]Reviewing Policies and Procedures
Policies have been updated to reflect AI, where appropriate. 
Also documents such as contracts and agreements, data processing agreements, job descriptions, consent forms, staff handbooks, and style guides.
And induction, on the job or other training content and briefings have been updated, as appropriate.
Those with responsibility for or involvement in AI, understand their responsibilities in delivering this and are accountable for doing so: not only staff but also volunteers, partners and contractors. 
💡Top Tip: The Charity Excellence Learning free AI for Boards and Management includes a downloadable toolkit to help you identify policies, law and regulation relevant to your organisation. 
[bookmark: _Ensuring_Compliance]💡Top Tip: You can download any of our 60+ free policies, which have been updated to reflect AI requirements, where appropriate. 
[bookmark: _Toc221621571]Ensuring Compliance
In using AI, we will comply with relevant legal and regulatory requirements, including data protection, online safety, equality, human rights, copyright and safeguarding law and regulation, as appropriate.    
If using AI meeting note takers, these are data protection compliant and we have a policy covering consent, accuracy and review, confidentiality and retention. We also have procedures in place to ensure meetings are kept safe from AI bot attacks. 
💡Top Tip: The Charity Excellence Learning free AI for Boards and Management includes a downloadable toolkit to help you identify policies, law and regulation relevant to your organisation. 
💡Top Tip: Charity Excellence Learning has a bite size (20 mins) course on keeping meetings safe, including a downloadable AI Note Taker comparison table, a checklist and also an action plan. We also have a simple AI best practice guide to keeping meetings safe from bot attack. 
[bookmark: _Safe_and_Ethical][bookmark: _Toc221621572]Safe and Ethical Fundraising
We are aware of and comply with the Fundraising Regulator guidance on using AI. 
We have an AI policy for bid writing.
If using AI bots to fundraise, we will ensure there are built in safety systems, reporting and oversight to safeguard vulnerable people from exploitation by the AI. 
If using AI with a CRM, we have carried out a data protection impact assessment (DPIA) and updated our data protection policy and procedures to reflect this.
💡Top Tip: The Charity Excellence Learning free AI Fundraising Compliance bite size course (20 mins) will enable you to understand your responsibilities. 
💡Top Tip: Our CRM Systems - AI and Data Protection is a checklist of what you need to think about and a draft Data Protection Impact Assessment.
💡Top Tip: Download an ethical fundraising policy from Charity Excellence. It covers the key issues and includes our best practice protocols for fundraising bots. 
💡Top Tip: We’ve created AI best practice for Bid Writing guidance and also additional guidance for Grant Makers.
[bookmark: _Effective_Decision_Making][bookmark: _Toc221621573]Effective Decision Making
Final decisions are always made by a human.
When an audit trail for a decision is required, any AI input into that will be retained, if necessary to explain the decision.  
We have checked and approved the AI systems we use, and people are aware that they must not use other AI systems without approval (shadow AI).
We will make our AI systems and content as accessible as possible, including identifying any accessibility needs within our community. 
Insofar as reasonably possible, we will use accurate, fair, and representative data sets to ensure these are inclusive.  
We will ensure that any AI decisions are understandable and interpretable by our community. 
This could involve documenting the logic behind AI decisions, providing clear explanations, and ensuring the reasoning is accessible to non-technical users.  
If AI is used to make decisions about people, we will ensure they have the right to contest these. 
[bookmark: _Toc221621574][bookmark: Checks_and_Safeguards]Having Appropriate Checks and Safeguards for Content
We are open and transparent that content has been created by AI.
AI created content is either self-evident or clearly identified and.
We use AI ethically and do not use it in a way that breaches the Law or regulation. 
We will ensure we do not infringe copyright.   
When we use AI to create images, we will do so responsibly and transparently. 
Any AI-generated image will be clearly identified as such, and we will check it carefully before use to make sure it is accurate, respectful and suitable. 
We avoid uploading high resolution facial images and sensitive data, such as personal information in meta data, which will be publicly accessible (such as social media, and websites) because this may place individuals at increased risk.  
We will avoid creating or sharing images that could misrepresent people, places or events, and we will be culturally sensitive by taking extra care with sensitive subjects such as disability, ethnicity or religion.
There is appropriate content moderation by humans, to minimise the potential for errors and bias/defamatory phrases etc. 
💡 Top Tip: We have AI best practice guides for Ethical Use of AI Imagery, Countering Deepfakes, and Fact Checking Misinformation/Disinformation. 
💡 Top Tip: Our NLA Media Guide includes guidance on how to minimise the risk of infringing copyright and you can download a Copyright Safe Use Policy from the Charity Excellence Learning AI for Boards and Management course.
[bookmark: _Toc221621575][bookmark: AI_Related_Risks]Managing AI Related Risks
Our AI risk analysis has identified and quantified relevant risks. This included:
· The use of AI by others, such as deepfakes, scams and cyber threats.  
· Any specific groups within our community who may be at greater risk.
· The opportunity cost of not responding to the impact of AI. 
Avoidance/mitigation action has been put in place that will ensure that the level of risk remains within acceptable limits, including:
· Ensuring people have been adequately trained and supported, and.
· Policies and procedures being reviewed and updated as necessary.  
The key risks have been included in our risk register and are subject to regular oversight, with AI risk management delegated as appropriate. 
💡Top Tip: The Charity Excellence Learning free Understanding AI Risks course enables you to not only manage AI risk but also take practical steps to improve your cyber security, with downloads to help you.
💡Top Tip: We also have a simple online AI Risk Register and guide to Cyber Security.
[bookmark: _Responsible_Use_of][bookmark: _Toc221621576]Responsible Use of AI - Managing Ethical Risk
We have identified the key ethical issues for our organisation, quantified these and taken reasonable steps to manage these. 
We have taken appropriate steps to prevent harm to our organisation and community by others using AI, such as scams, deepfakes and misinformation/disinformation.
We will take all reasonable steps to ensure that our systems and AI generated content do not mislead, are free of errors and do not cause harm, including by prioritising providers and platforms with clear ethical policies in relation to use of data and prevention of harm. We do not allow AI to be used for emotional, or crisis support or self-diagnosis of health conditions. 
Bias. All reasonable efforts will be made to identify any bias within an AI system we use, to ensure it has at least been mitigated to an acceptable level of risk. This includes our approved AI Chat Bot, use of AI in systems we licence (such as CRMs) and any systems we might commission or build ourselves. 
We are open and transparent about any bias within an AI system (that we are aware of) and how we manage this. 
Disinformation. We will take all reasonable steps to ensure that material we create or which is submitted to us or posted on our social channels is free from misinformation and disinformation.
Environmental. We will take all reasonable steps to minimise the carbon footprint of our AI use, including.
· Prioritising energy-efficient solutions.
· Reducing unnecessary processing, and.
· Prioritising providers with clear environmental policies.  
· And by ensuring we minimise our own carbon footprint.
Creativity and IP. We respect the importance of human creativity and artistic expression, and only use AI to complement and enhance this, not replace it. We have taken appropriate steps to mitigate the risk of inadvertent infringement of copyright and other intellectual property (IP).

💡 Top Tip: Our Charity Excellence Learning AI for Boards and Management course includes a download that assesses how ethical the main AI bots are. 
💡 Top Tip: Our NLA Media Guide includes guidance on how to minimise the risk of infringing copyright.
💡 Top Tip: You can download a Copyright Safe Use Policy from the Charity Excellence Learning AI for Boards and Management course.
[bookmark: _Supporting_and_Training]

[bookmark: _Toc221621577]Supporting and Training Our People
All our people will be supported and provided with training to enable them to not only use AI well (for active AI users), but also to enable everyone to keep themselves, others and our organisation safe.  
We use AI to help people, not replace them.
· We encourage everyone to check, adapt, and improve AI outputs instead of using them blindly.
· We train people to use AI thoughtfully and creatively, so it supports their work rather than doing it for them and we retain responsibility for critical thinking.
· We make sure AI never takes away people’s ability to make their own decisions about their work.
· We ensure that job content, boundaries, delegations, workflows etc., support rather than hinder our ability to make the most of using AI. 
· We foster a culture of:
· Openness – it’s OK to say you don’t know how to do something and to make mistakes.
· Continuous learning – we monitor AI developments and provide access to ongoing training and updates. 
· Continuous improvement - people feel able to report issues, suggest improvements, and share best practices for AI use.
💡Top Tip: The Charity Excellence Learning provides a whole range of free certificated online learning courses that require no prior AI knowledge and enable any non-profit organisation to train all of its people. 
💡Top Tip: The Charity Excellence Learning free Making AI Work for Your Organisation course will enable you to understand the likely impact on your people, enable you to support them and has tools to help you. We have a short summary guide online.  
[bookmark: _Engaging_our_Community][bookmark: _Toc221621578]Engaging Our Community 
We are committed to genuinely engaging with our community to ensure that our AI is aligned with their needs and values. 
We will take reasonable steps to avoid or minimise any exclusion or detriment and transparently communicate this. 
We will ensure that any AI created content created respects the dignity of individuals and represents them in the way they would wish to be, including being culturally sensitive and accurately depicting them. For example, disability equipment or religious dress. 
💡 Top Tip: We have an AI best practice guide for Ethical Use of AI Imagery
[bookmark: Community_Focus_Areas]

[bookmark: _Toc221621579]Section 3 – Community Focus Areas
This section is designed to help groups think about what areas of the framework they may wish to consider focussing more on because of their community’s particular needs. 
💡Top Tip: Charity Excellence Learning has a free 45 minutes online AI Safety for Everyone course and a Bite Size course (20 minute) AI Keeping Vulnerable People Safe. 
💡Top Tip: We have AI best practice guides for ethical imagery use, deepfakes and misinformation/disinformation.
[bookmark: _Vulnerable_People][bookmark: _Toc221621580]Vulnerable People
Such as younger and older people, people with learning disabilities, in digital poverty or who may have low educational attainment.
· AI Generated Content: AI outputs are easy to understand and accessible.
· Responsible Use of AI. Focus on preventing misleading or confusing information, and on content moderation.  
· Beneficiaries and Other Stakeholders: Engage directly to check that AI is meeting their needs and not causing harm.
· Staff and Volunteers: Provide extra training so staff and volunteers can support and protect these groups, help them use AI safely and for those who don’t, to help them keep themselves safe from harms such as scams, deepfakes and misinformation. 
[bookmark: _Children_&_Young][bookmark: _Toc221621581]Children & Young People
Compliance: Strictly follow data protection and safeguarding laws, especially around consent and privacy, including the additional provisions for young people in the Online Safety Act.
AI Generated Content: Ensure all content has appropriate age thresholds and age-appropriate consent processes, privacy-by-design (minimise data collection and retention) and plain-English privacy notices written for young audiences.
Responsible Use of AI: Be vigilant about harmful or illegal content (like CSAM) and have clear reporting and escalation routes. 
Beneficiaries and Other Stakeholders: Involve children and young people in feedback where it’s safe to do so. Respect their dignity, help them understand online risks, and support them to keep themselves safe.
[bookmark: _Toc221621582][bookmark: Women]Women and Girls
Responsible Use of AI: Regularly check for and address gender bias in AI systems and outputs.
Beneficiaries and Other Stakeholders: Ensure women’s voices are included in decisions about AI use.
AI Generated Content: Watch for and respond quickly to harassment, abuse, or deepfake risks. 
Staff and Volunteers: Train staff to recognise and respond to gender-based risks and to support women’s safety and inclusion.
[bookmark: _Communities_at_Higher][bookmark: _Toc221621583]Communities at Higher Risk of Abuse
Responsible Use of AI: Use strong moderation and monitoring to prevent hate speech and targeted attacks.
Beneficiaries and Other Stakeholders: Work closely with community members to ensure AI is respectful and safe.
Compliance: Be extra careful with sensitive data and privacy.
AI Generated Content: Clearly label AI-generated content and avoid sharing anything that could be used to harm your community. 
[bookmark: _Arts_&_Culture][bookmark: _Toc221621584]Arts & Culture
AI Generated Content: Clearly distinguish between human and AI-created works, and respect copyright.
Responsible Use of AI: Ensure cultural sensitivity and avoid misrepresentation or appropriation. 
Beneficiaries and Other Stakeholders: Involve artists and cultural groups in decisions about AI use.
Compliance: Check that all creative content meets legal and ethical standards.
[bookmark: _Environmental][bookmark: _Toc221621585]Environmental
AI Generated Content: In choosing AI systems and/or companies prioritise those with genuine commitment to minimising environmental impact and any that use renewable energy sources. 
Stakeholders: Be transparent about how AI is used and its environmental impact.  
Risk Management: Choose energy-efficient AI tools and minimise unnecessary data use.

💡Top Tip: The Charity Excellence Learning AI for Boards and Management course, includes a downloadable task with lots of ideas on how to make your use of AI more environmentally friendly.    
💡Top Tip: It also includes an ethical assessment of the main AI bots, including on environmental issues. 
[bookmark: _Campaigning_&_Human][bookmark: _Toc221621586]Campaigning & Human Rights
AI Generated Content: Double-check all campaign materials for accuracy and truthfulness.
Responsible Use of AI: Be ready to respond to misinformation, deepfakes, or targeted attacks. 
Compliance: Protect the privacy and security of activists and supporters.
Oversight: Ensure strong board or committee oversight for high-risk or public-facing AI uses.
[bookmark: _Grant_Makers]

[bookmark: _Toc221621587]Grant Makers
Best Practice. We will review and update our procedures to ensure that our work, including having a policy on use of AI, reflects emerging AI best practice in grant making.  
Accessibility. We will ensure that grant information on web pages and any searchable grant directories is not only comprehensive and up to date but also easily accessible and readable by AI.

💡Top Tip: We’ve created AI best practice for Bid Writing guidance and also additional guidance for Grant Makers.
[bookmark: Online_Assessment]

[bookmark: _Toc221621588]Section 4 - Online AI Assessment
The framework works for micro and very small non-profits but, alternatively, you can complete the Charity Excellence Health Checks and the system’s AI Ready capability will automatically assess and report your AI readiness. The Health Check takes up to 2 hours (it covers everything not just AI) and is less in-depth than using the framework.  
Using the Query system, the AI query reports your AI readiness, and the AI Ready query adds cyber security, data protection and trust building measures to provide a holistic overview of the key issues you need to consider.  Your reports will connect you to all the AI resources (including an AI policy to download) and toolkits you might need and can also be exported as action plans.
As a registered charity, Charity Excellence works for any non-profit, not just charities.
· Funding Finder – a grants directory, it also connects you to 100s of others and online funding lists.
· Help Finder – find anything for free, including companies that make financial donations and raffle prizes.
· Data Finder – for fundraising bids & research, impact reporting, planning and campaigning. Plus, 60+ policies, 8 online health checks and the huge resource base. 
Find Funding, Free Help & Resources - Everything Is Free. Register Now!
[bookmark: _Hlk133738093]Conditions of Use & Legal
This document may be used by non-profits and may not be used on a commercial basis, without our prior written approval.  Copyright and all other intellectual property rights of this and any derivatives of this document are retained by Charity Excellence Framework to the fullest extent possible in law.  
We are neither lawyers nor accountants, so are unable to offer professional advice.  Even if we were, we could not offer advice that would adequately cover all charities or all circumstances.  This document is an example only and not intended to be taken into use as is. If you have a regulator other than the Charity Commission, there may be other requirements that are not necessarily included in this example policy. 
In using this framework, you are accepting that you will take all necessary steps, including seeking professional advice, to ensure your version meets fully your organisation’s needs and complies with all regulatory and legal guidance, keep it under regular review and ensure it is up-to-date and that we have no responsibility whatsoever for any loss or detriment that may arise from using it.  If you need professional support you can find pro bono support using the Charity Excellence Help Finder.
Charity Excellence CIO retains full legal title to this work, to the fullest extent allowed by the Law, including use of this document, and any extracts from it, including derivatives. It may only be used for commercial purposes with our specific prior approval.  Any use of our material must be properly recognised.  AI was partially used in researching and drafting this content.  This was done under human direction, and subject to human review and checking.
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	Help us to help everyone by sharing this with your network. Charity Excellence Learning: certificated, online AI courses that anyone can undertake.
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