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AI Safety for Everyone – Personal Safety Task
What steps you might take to keep yourself safe and avoid scams depends on who you are, what you do and your attitude to risk. Go through the three checklists below and tick the ones you don’t yet do but will from now on.
✅ 1 What I’m Going to Do to Help Me Stay Safe
☐ Check my social-media privacy settings to ensure I’m happy they suit my privacy needs  
☐ Only accept friend or connection requests from people I know  
☐ Never enter personal, financial or sensitive information into an AI chatbot or post it on social media  
☐ Avoid uploading high-quality or high-resolution images of my face online  
☐ Set up Two-Factor Authentication (2FA) for my bank, email, and other important accounts  
☐ Keep all my devices and apps up to date with the latest software updates  
☐ Use strong, unique passwords for each account (stored safely or in a password manager)  
☐ Keep antivirus software and firewall protection turned on and set to update automatically  
☐ Avoid accessing sensitive accounts (such as online banking) on public Wi-Fi – I use mobile data or a secure network instead  
☐ Pause and think before sharing information, photos, or opinions online  
☐ Talk to friends, family, or colleagues if I’m unsure about something suspicious online
🔒 2 Simple Steps I’ll Take to Keep Myself Safe from Scams
☐ If something doesn’t look or feel right, I won’t trust it  
☐ If it looks or sounds too good to be true, it almost certainly is  
☐ If a message feels urgent or asks for money or personal details, I’ll treat it as suspicious  
☐ I won’t click on links or open attachments unless I’m sure they’re safe  
☐ I’ll double-check sender names and email addresses carefully before replying  
☐ If I’m in any doubt, I’ll stop and check with someone I trust before doing anything  
☐ I’ll report suspicious messages to my email provider, phone network, or organisation  
☐ I won’t feel embarrassed — scammers target everyone, and reporting helps protect others too 
💡 3 Other Things You Might Think About
☐ I take a moment to check if what I read or share online seems accurate and from a trusted source  
☐ I regularly review my privacy and security settings on social media and key apps  
☐ I stay curious and keep learning about new online and AI risks — they change quickly 
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	Help us to help everyone by sharing this with your network. Charity Excellence Learning: certificated, online AI courses that anyone can undertake.
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