[image: A white star and a black background

AI-generated content may be incorrect.][image: A logo for a charity

AI-generated content may be incorrect.]
Checklist: Keeping data safe and secure
With the increasing risks associated with AI, keeping your data safe is now more critical than ever.  This quick task will help you assess if there are any additional steps that might need to be taken to protect your organisation. 
[bookmark: _Hlk211861701]✅ Step 1: Review Your Systems
Action: Go to the table in the page below and cross out any systems that your charity doesn’t use. Add any other systems you do use in the blank rows at the bottom. Remember data may be held in spreadsheets, not just databases.
🔁 Step 2: Check Your Backups
Action: For each system you use, write down how often it’s backed up (e.g. daily, weekly, monthly, never, don’t know).
[bookmark: _Hlk211861759]⚠️ Step 3: Identify Any Actions Needed
Action: For each system, note any actions needed to improve data safety, such as implementing more frequent back-ups. 


 🧪Step 4: Additional Checks
	Notes
	Current Practices
	Action To Be Taken

	All necessary data is saved when any system is backed up
	
	

	Access to data is controlled – only those who need it have access.
	
	

	The back-up data is also held securely.
	
	

	Data is backed up sufficiently frequently to enable us to restore it, if it was to be lost
	
	






	Data Held/System
	Backup Frequency (e.g. daily, weekly, never)
	Who Manages This Data/System?
	Action Needed to Keep Data Safe

	PCs/Laptops
	
	
	

	File Storage
	
	
	

	Website
	
	
	

	Finance / Accounting
	
	
	

	Project / Case Management
	
	
	

	Grant Management
	
	
	

	HR / Staff Management
	
	
	

	Volunteer Management
	
	
	

	CRM / Donor Database
	
	
	

	Alumni / Membership
	
	
	

	Retail/EPOS
	
	
	

	Box Office / Ticketing
	
	
	

	Other (add your own)
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	




	[image: A black and white image of a megaphone

AI-generated content may be incorrect.]
	We hope you find this useful. Feel free to share it with your network and recommend our training which is open to everybody; thanks.
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