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AI Policy
[bookmark: _Hlk39645958]This is a very simple pick-up-and-go policy for small charities with limited understanding of AI. AI will impact a significant number of policies.  All of our downloadable policies have been updated to reflect the impact AI, where appropriate.   You’ll find guidance on these on our policies web page (link below). 

For guidance on what policies you might need and to download any of our 65+ free policies, visit our policies web page.

Applicability of This Policy 

This policy applies to all trustees, other volunteers, employees, contractors, and third-party representatives working on our behalf. Its requirements should be reflected in other policies and procedures, agreements and contracts, as necessary. 

Purpose

To ensure that our management and use of AI and AI generated content is effective, keeps our people and charity safe, and minimises the risk of any harm to others. 

AI Definition 

We define Artificial Intelligence (AI) as the ability of machines or software to perform tasks that would normally require human intelligence. AI systems can process data, learn from it, and make decisions or predictions based on that data. AI is a broad field that encompasses many different types of systems and approaches to machine intelligence, including rule-base AI, machine learning, neural networks, natural language processing and robotics. 

[bookmark: _Hlk215592718]AI Ethics

We have adopted the 5 core principles in the UK Governments non statutory framework for its regulators, insofar as these are applicable to our charity. 
· Safety, Security and Robustness – AI systems should be safe, secure, and resilient against risks and misuse. 
· Appropriate Transparency and Explainability – people should understand how AI systems work and decisions are made. 
· Fairness – AI should treat people and groups fairly, avoiding bias and discrimination. 
· Accountability and Governance – clear responsibility for AI decisions and strong human oversight must be in place. 
· Contestability and Redress – People should be able to challenge AI decisions and seek remedies if harmed. 
In determining our ethical stance on AI and its use, we will apply the following process.

· Charitable objects: assessing ethics in the context of our charity’s object(s) and not our personal values, to ensure we continue to act in its best interests at all times. 
· Decide which principles: accountability, safety, security, fairness, transparency, responsibility, sustainability, rights.
· Define why it matters: impact on beneficiaries, reputation, compliance, or values.
· Frame the decision: endorse, set limits, adopt a stance.
· Making decisions: create an ethics statement and/or make decisions on a case‑by‑case decisions.
Governance

We will meet our AI governance obligations by ensuring we are accountable and our use of AI systems is safe, fair, and aligned with ethical principles and legal/regulatory requirements, such as the Data Protection Act, Equality Act and the Human Rights Act.  A lead trustee or committee will be given responsibility for leading on oversight of AI. 

Management of AI 

· Board Oversight. The Board will approve this policy, oversee significant AI-related risks and decisions, and review the charity's use of AI at least annually.
· Any significant concerns, incidents or breaches involving AI will be reported to the Board.
· Policy Implementation. This policy will be reflected in relevant policies, procedures, contracts, role descriptions and working practices.
· Anyone using AI on behalf of the charity must understand and follow this policy.
· Human Oversight. AI is a tool to support human decision-making, not replace it.
· A suitably authorised person will remain responsible for all significant decisions, actions and published content.
· AI-generated outputs must be reviewed before they are relied upon or shared.
· Data Protection. We will use AI in a way that protects personal, confidential and sensitive information and complies with data protection requirements.
· We will provide guidance on the safe collection, use, storage and sharing of data when using AI.
· No one:
· Uses AI systems that have not been approved by the Board (no shadow AI).
· Enters sensitive information into an AI system, unless this has been specifically authorised by the Board. 
· People. We will support our trustees, staff and volunteers in adapting to the changes AI will bring by:
· Providing appropriate support, guidance and skills development.
· Taking their needs into account when designing roles, responsibilities and working procedures.
· Ensuring they understand how to use AI safely, effectively and in accordance with this policy.
· Ensuring they know how to identify and report concerns, errors, bias, misuse or security risks associated with AI.
· Challenge and Appeal. Where AI contributes to a decision affecting an individual, they should be able to request an explanation, challenge the decision and seek review by a human where appropriate. We will support this by:
· Maintaining human oversight of AI-assisted decisions.
· Allowing decisions to be reviewed and, where appropriate, overturned.
· Being transparent about how decisions are made and what information was used.
· Providing an accessible complaints process that is suitable for vulnerable or excluded groups.
· Transparency. We will be open about our use of AI.
· We will disclose the use of AI where a reasonable person might otherwise assume that content, images, communications or decisions were created entirely by a human.
· AI-generated or significantly AI-altered content will be clearly identified where there is a risk of misleading people.
· Anyone affected by a significant AI-assisted decision may ask whether AI was used and request further information.
· Where appropriate, we may use statements such as:
"This content was created with the assistance of Artificial Intelligence and reviewed by a member of our team before publication."

Risk Management 

We are aware of the Charity Excellence AI Risk guidance and have adopted this, insofar as is appropriate for our charity. Our AI risk analysis has included any specific groups who may be at greater risk and other reasonably foreseeable uses of the technology, including accidental or malicious misuse. We have also assessed the risk from the use of AI by others, such as deepfakes, scams and cyber threats to our charity, people and beneficiaries.  The risks have been identified and quantified, and the avoidance/mitigation action put in place will ensure that the level of risk remains within acceptable limits.

Data Protection & Privacy 

We have carried out a Data Protection Impact Assessment (DPIA) for AI and made any necessary changes to our policies and procedures. As part of that, insofar as reasonably possible, we will:

· Use accurate, fair, and representative data sets to ensure these are inclusive. 
· Not include personal data in data sets, or at least pseudo-anonymise or de-identify it. 
· Ensure our data consent procedures are always simple and clear and obtain user consent when using AI systems that process personal data.
· Reflect our use of AI in our privacy statement to ensure users know when their data is being used by AI, whether AI is making decisions about them and, if so, what these decisions are. 
We are aware of the ICO guidance on AI and data protection and have reflected any additional requirements in our policies and procedures. 

Recording Devices

Smart glasses, wearable devices, mobile phones, or any other device that can take photos, record video, record sound, or create AI transcripts may only be used if:

· Those present have given their informed consent and;
· The purpose, storage and retention of recordings meet fully the charity’s data protection requirements. 
Such devices must not be used:

· During safeguarding, casework, counselling, health, financial, HR or other confidential activities except where expressly authorised.
· To record children or vulnerable adults. 
Environmental Considerations

We are aware of the environmental impact of AI due to its energy consumption.  We will seek to make use of technologies that will help to minimise or mitigate this and take all reasonable steps to minimise the carbon footprint of our AI use, including selecting energy-efficient solutions, reducing unnecessary processing, and prioritising providers with clear environmental policies.  
 
Legal Compliance 

We will take all reasonable steps to identify copyrighted material.  For any such material we use, we will ensure we have their copyright agreement, or it falls within 'fair use', or other exception to copyright, or the Open Government Licence (OGL), or some other free use category. 

We will take all reasonable steps to ensure that our use of AI does not have a negative impact on the legal rights and/or liberties of individuals or groups and complies with the Data Protection Act.  

In particular, we will ensure that for any AI use of our data, the data is clean, complete, compliant and we have appropriate consent, particularly the safeguarding of sensitive personal information.  

Cyber Security

Cyber security is critical for protecting our charity, especially as AI makes scams and attacks more sophisticated. Criminals can now use AI to create convincing fake emails, websites, and even deepfake videos to trick people into giving away sensitive information or money. AI can also spread misinformation quickly, damaging trust and reputation. To keep our charity safe, we will:

· Train staff and volunteers to spot phishing emails, fake websites, and suspicious messages.
· Use strong passwords and enable multi-factor authentication wherever possible.
· Keep all software and systems updated and apply security patches promptly.
· Back up important data regularly and store it securely.
· Monitor for unusual activity and respond quickly to any suspected breach.

We will also make sure people know how to report concerns and will provide simple guidance for those who may be more vulnerable online. For more details, see Charity Excellence’s Cyber Security Guide.

AI Imagery

Our aim is to ensure that all imagery we use, including AI generated images/video, reflects our values, protects people’s dignity, and complies with legal and ethical standards. We have used the Charity Excellence AI Imagery Best Practice guide to inform our use of imagery.  In particular:

· We will respect copyright and permissions. 
· That means we will not use images marked as ‘NoAI’ or similar, and we will only use content where we have the right to do so. 
· When we use AI to create images, we will do so responsibly and transparently. 
· Any AI-generated image will be clearly identified as such, and we will check it carefully before use to make sure it is accurate, respectful and suitable for our charity’s work. 
· We will avoid uploading high resolution facial images and sensitive data, such as personal information, in meta data that might place image subjects at increased risk of deepfakes or scams.  
· We will avoid creating or sharing images that could misrepresent people, places or events, and we will be culturally sensitive by taking extra care with sensitive subjects such as disability, ethnicity or religion.
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Charity Excellence AI Resources
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AI-generated content may be incorrect.]
	Help us to help everyone by sharing this with your network. Charity Excellence Learning: 11 free certificated, online AI courses that anyone can undertake.
Visit our Charity Excellence AI Ready web page to download dozens of free AI resources and to assess your organisation’s AI readiness.  


1. Charity Excellence Learning – free online AI training for anyone
2. Charity AI Ethics & Governance Framework
3. Charity AI Risk Register Toolkit.
4. Charity AI Design Principles Toolkit
5. Charity AI Best Practice – Deepfakes.
6. Charity AI Data Protection Toolkit.
7. Charity AI Cyber Security Toolkit.
8. Is AI a Threat to My Charity?
AI Regulatory Guidance
· Fundraising Regulator – AI Guidance.
· Gov.UK – Implementing the UK’s AI regulatory principles: initial guidance for regulators
· ICO - Guidance on AI and data protection.  
· ICO - AI and data protection risk toolkit.
· ICO Video Surveillance Guidance.
· ICO Data Protection Principles for Surveillance Systems. 
· ASA: Disclosure of AI in Advertising (May 25).
[bookmark: _Hlk215473109]AI Checklist for Staff & Volunteers

· Learn to Use AI Effectively and Safely
· Get training or ask for help.
· Charity Excellence Learning - free online AI training for everyone, no expertise need. 
· Don’t use ‘shadow AI’ – AI bots or apps your charity hasn’t approved.
· AI systems work and share data in different ways.
· Only use those your charity has approved to ensure you stay safe.
· Write clear instructions (e.g., “Summarise this report in 5 bullet points”).
· Start simple, to ensure it’s clear on what you want.
· Start simple, correct any AI mistakes then build on that with follow on prompts.
· [bookmark: _Hlk215473544]AI can make mistakes, make things up and, sometimes, use inappropriate language. 
· Review any content carefully.
· Check facts, tone and spelling before sharing with others.
· Use AI as a helper, not a replacement.
· AI lacks insight, understanding of nuance and context.
· Bring your understanding of this and use AI intentionally and creatively 
· Don’t use it for sensitive, complex or professional content without checks.
· Do not use it for important or complex work, unless.
· You have the relevant expertise to check it.
· Protect privacy
· Don’t put personal or confidential data into AI tools.
· Stick to public or non-sensitive information.
· Think about ethics
· Ask: Is this fair, accurate, and respectful?
· Avoid outputs that could mislead or harm.
· Check outputs for bias or discrimination.
· AI can reflect societal biases.
· And can be ‘tone deaf’ because it doesn’t understand context.
Disclaimer & Legal

This document may be used by non-profits and may not be used on a commercial basis, without our prior written approval.  Copyright and all other intellectual property rights of this and any derivatives of this document are retained by Alumna to the fullest extent possible in law.  

We are neither lawyers nor accountants, so are unable to offer professional advice.  Even if we were, we could not offer advice that would adequately cover all charities or all circumstances.  This draft policy is an example only and not intended to be taken into use as is. If you have a regulator other than the Charity Commission, there may be other requirements that are not necessarily included in this example policy. 

In using this draft policy, you are accepting that you will take all necessary steps, including seeking professional advice, to ensure the policy approved meets fully your charity’s needs and complies with all regulatory and legal guidance, keep it under regular review and ensure it is up-to-date and that we have no responsibility whatsoever for any loss or detriment that may arise from using it.  I have included links to regulatory guidance, and you can find pro bono support using the Charity Excellence Help Finder. 
Ian
Ian McLintock ½ Founder

ian@charityexcellence.co.uk
www.charityexcellence.co.uk  

Version Control.

1. Initial version – May 24.
2. Ethics, Governance & Management, and Cyber revised, Imagery, AI Checklist added – Nov 25.
3. Recording – 6 Aug 26.
4. Management of AI section rewritten and improved – 17 Aug 26. 
[bookmark: _Hlk502821659][bookmark: _Hlk133737926]Charity Excellence – a completely free one-stop-shop for everything your charity needs. Alumna © 2024/25
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