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Disaster / Business Continuity Plan
It’s not possible to create a Disaster/Business Continuity/Contingency Plan that would work for everyone.  You know what would work best for your charity so, as usual, we have provided a process you can amend to meet your specific needs, ideas on what you might wish to include, plus 4 appendices with supporting information - a systems and back-up toolkit, building evacuation checklists, useful resources created by others and regulatory reporting guidance and other regulators. 
Take from it whatever you find useful, add in anything we’ve missed that’s applicable to your non-profit and ignore anything that isn’t relevant to you.  
Introduction
The purpose of this plan is to protect our charity from harm and mitigate the impact on operations in the event of a major incident.
Such interruptions could arise from very serious but unlikely events, such as a terrorist incident or major fire, to those that are less serious but much more likely, such as cyber-attack, data loss, supplier failure, banking outage, rail strikes, flooding, loss of power or loss of internet access.
Identifying and Managing Major Threats
Risk is managed through the annual risk management plan. Those risks relating to business operations and the action in response are summarised below.  How significant a risk each might be depends on its probability (how likely it is to happen) and the scale of impact, if it did. Rate each risk as High, Medium or Low and add any applicable to your charity, but not on the list, at the bottom. 
	Threat
	Risk
	Options

	Fire
	
	Evacuate premises, account for all personnel, notify emergency services, invoke remote/home working arrangements and recover data from cloud backups.

	Cyber-attack or ransomware
	
	Isolate affected systems, contact IT support, assess data breach implications, restore from tested backups and implement stakeholder communications.  Free online learning.

	Third-party data breach affecting CRM, fundraising, payment or cloud provider
	
	Contact supplier immediately, obtain breach details, assess data affected, consider ICO reporting requirements, notify affected individuals where required, review contractual protections and temporarily suspend data transfers if necessary.

	Data loss or corruption from own system
	
	Restore from cloud backup, verify data integrity and investigate root cause. Systems and Back Up Toolkit.

	Failure of Microsoft 365, Google or other cloud systems
	
	Implement alternative communications, use offline contact lists and prioritise restoration of critical services.

	Failure of third-party providers
	
	Activate contingency arrangements and alternative suppliers, where available.

	Banking outage or cyber-attack affecting bank or payment provider
	
	Implement emergency payment procedures, prioritise essential expenditure and use alternative banking arrangements where available.

	Website or hosting outage
	
	Restore from backup or transfer to alternative provider.

	Internet or telecommunications failure
	
	Use mobile devices, hotspots or temporary relocation arrangements.

	Power outage
	
	Continue operations remotely where possible and prioritise recovery of essential systems.

	Severe weather, flooding or access restrictions
	
	Implement home working and reschedule non-essential activities.

	Loss of key staff member
	
	Re-allocate responsibilities using documented procedures, succession arrangements and cross-training.

	Loss of telephone services
	
	Redirect calls to mobile phones and use Teams, Zoom, WhatsApp or similar services.

	Major supplier failure
	
	Use alternative suppliers identified in advance.

	Pandemic or public health emergency
	
	Move activities online and implement flexible working arrangements.

	Reputational or media crisis
	
	Implement crisis communications procedures and appoint a lead spokesperson.

	Terrorist incident or civil emergency
	
	Follow emergency services guidance and activate remote working arrangements.

	
	
	

	
	
	

	
	
	



Critical Systems and Dependencies
We recognise that many of our most significant business continuity risks arise from dependence on digital systems.  These have been assessed using the Systems and Back-up Toolkit and a service record created for each:
Purpose of service.
Account owner.
Contact details.
Business impact if unavailable.
Recovery priority.
Alternative arrangements.
Maximum tolerable downtime.

Supplier Security Due Diligence.  Where our data is held by external providers, we will carry our due diligence, which may include asking the provider the following:

What security certifications are held? For example, Cyber Essentials, Cyber Essentials Plus, ISO 27001 or equivalent). Obtain evidence and review periodically.
What data processing agreement is in place? Required where the supplier processes personal data on your behalf). This should set out security requirements, responsibilities and breach notification arrangements. 
Where is our data held and is that UK GDPR compliant? Record where personal data is stored and processed, particularly if data is transferred outside the UK. Ensure any international transfers comply with UK GDPR requirements. 
What are your incident notification obligations? Confirm how quickly the supplier must notify you if a cyber-attack, data breach or service outage occurs, who they will contact and what information they will provide.
Do you hold cyber insurance? Record whether the supplier maintains cyber insurance and whether your organisation maintains its own cyber cover. Understand what events are covered and any notification requirements.
Cyber Attack Response
Immediately isolate affected systems from the network to prevent further spread of the attack. 
Disconnect compromised devices from the internet and other networked resources.
Notify appropriate internal and external stakeholders about the cyber-attack.
Seek professional assistance from your IT provider or other IT security experts to assess the extent of the breach, identify vulnerabilities, and implement remediation measures.
Identify and patch any vulnerabilities exploited during the cyber-attack. Update software, firmware, and security configurations to prevent similar incidents in the future.
Reset passwords and access credentials for compromised accounts and systems.
Monitor network traffic and system logs for any signs of further malicious activity.
Review your cyber security and ensure people are made aware of how to protect against cyber-attack in the future.  

The ICO provides practical guidance on security, including cyber security, and here is our simple guide to cyber security. 
Planning and Resources
Ensure that:
The Plan is communicated to everyone who needs to know and reviewed regularly.
Contact names and details, internal and external, are updated regularly.
Responsibilities are properly reflected in personal objectives, job descriptions, policies and contracts, as appropriate.
Any equipment, access rights or training are resourced and put in place.
Desktop exercises to test the plan are considered and documented.
Critical data is backed up automatically to secure cloud storage.
Backup restoration procedures are tested annually.
Emergency contact details are available in an offline format if our online systems become unavailable.
Key policies, banking instructions and continuity documentation remain accessible during a major systems outage.
Critical suppliers and service providers are reviewed annually.

Communications, Reporting and Regulatory Notifications

We recognise that effective communication during and after a major incident is critical to minimising disruption, protecting beneficiaries and ensuring compliance with regulatory requirements. Communication actions should be proportionate to the nature and severity of the incident.
Stakeholder Communication
Update the example table below to meet your specific needs. 
	Party
	When to Notify
	Responsible Person
	Contact Details

	Chair of Trustees
	Immediately following any major incident that significantly affects operations, reputation, finances, beneficiaries or regulatory compliance.
	Chief Executive / Incident Lead
	

	Board of Trustees
	As soon as practicable following significant incidents and through regular updates until recovery is complete.
	Chief Executive / Incident Lead
	

	Staff
	As soon as possible where services, premises, systems or working arrangements are affected.
	Incident Lead
	

	Volunteers
	Where volunteer activities or responsibilities are affected.
	Relevant Manager
	

	Beneficiaries and Service Users
	Where services are interrupted, delayed, suspended or significantly altered.
	Service Lead
	

	Funders and Commissioners
	Where delivery of funded activities may be affected or contractual obligations may not be met.
	Relevant Manager
	

	Key Suppliers and Contractors
	Where continuity arrangements require support, changes to service delivery or emergency assistance.
	Incident Lead
	

	Insurance Broker / Insurer
	Immediately following any incident that may give rise to a claim or affect policy cover.
	Chief Executive / Finance Lead
	

	Landlord / Building Owner
	Where premises are affected.
	Incident Lead
	

	IT, Telephony, Banking and Cloud Providers
	Where systems, data, communications or financial services are disrupted.
	Incident Lead
	

	Media
	Only where appropriate and through an authorised spokesperson.
	Chief Executive or nominated spokesperson
	


Regulatory Reporting
We will consider whether any incident requires notification to regulators or statutory authorities. A non-exhaustive list of Regulatory Reporting Requirements are at Appendix 4. 
	Regulator / Authority
	Possible Reporting Triggers
	Contact Details

	
	
	

	
	
	

	
	
	

	
	
	

	Police
	Criminal activity, fraud, theft, cybercrime or threats to people or property.
	

	Local Authority / Emergency Services
	Where circumstances require statutory intervention or support.
	



More detail and other regulators are at Appendix 4 – Regulatory Reporting. 
Data Exposure Checklist
· What data was involved?
· Was personal data affected?
· Was special category data involved?
· How many people may be affected?
· Could fraud or identity theft result?
· Is ICO reporting required?
· Is Charity Commission serious incident reporting required?
Emergency Contact Register

The following contact information should be maintained separately and reviewed at least annually:

· Chair of Trustees and trustees.
· Senior and key staff.
· Emergency services.
· Insurance broker and insurers.
· Bank and payment providers, such as Stripe.
· IT administrator and support contacts.
· Internet provider, website host and domain registrar.
· Cyber security or IT support provider.
· Key suppliers and contractors.
· Landlord/building owner.
· Legal advisers.
· Data Protection Officer (if applicable).

Copies of emergency contact details should be held in both digital and offline formats to ensure availability during a systems outage.
Incident Communications Principles
During any significant disruption:

1. Safety and welfare communications take priority.
2. The Chair shall be informed before any significant external announcement where practicable.
3. Communications shall be timely, accurate and factual.
4. A single lead spokesperson shall be appointed for significant incidents.
5. Speculation should be avoided until facts are confirmed.
6. Stakeholders should receive regular updates where service disruption continues.
7. All significant communications and decisions should be logged as part of the incident record.
Service Recovery Priorities
We’ll prioritise restoration of services in the following order:
Staff safety and welfare.
Staff communications and contact information.
Microsoft 365 and email access.
Banking and financial systems.
Access to critical operational records.
CRM and fundraising services.
Core programmes and service delivery.
Website and public-facing services.
Non-essential administrative functions.

Next Steps to Implement This Plan
	Priority: The highest-priority scenarios to test are ………………………………………...



Immediate actions
	Done
	Action

	☐
	Identify all critical systems and suppliers.

	☐
	Create an emergency contacts register covering Microsoft 365, website host, domain registrar, banking and payment providers, internet provider, insurance broker and key contractors.

	☐
	Store copies of emergency contact details online and offline.

	☐
	Confirm administrator access arrangements for key cloud and online systems,……………



Backup and recovery
	Done
	Action

	☐
	Review backup arrangements.

	☐
	Confirm what is backed up, backup frequency, retention period, recovery times and responsible person.

	☐
	Conduct and document a backup restoration test.



Single points of failure
A single point of failure (SPOF) is anything that, if it fails, would stop our charity operating because there is no backup or alternative.
Simple examples:
· One person knows how to update the website. If that person leaves or is ill, the website cannot be maintained.
· One bank account/payment system. If the provider suffers a cyber-attack and has to go offline, you cannot make payments or receive income.
· One IT system. If it fails, you lose access to email, and files.
· One supplier provides a critical service. If they cease trading, the service stops.
· One laptop contains important information that is not backed up. If it is stolen, the data is lost.

	Done
	Action

	☐
	Create a Single Points of Failure Register covering systems, suppliers, contractors, trustees with key knowledge and staff with key knowledge.

	☐
	Document alternative arrangements for each.



Emergency communications
	Done
	Action

	☐
	Create a crisis communications contact list covering staff, trustees, volunteers, beneficiaries, funders, suppliers and media contacts.

	☐
	Agree who approves urgent messages and who acts as spokesperson.



Contingency arrangements
	Done
	Action

	☐
	Document what to do if internet access fails.

	☐
	Document what to do if banking/payment services are unavailable.

	☐
	Document what to do your IT and emails are unavailable.

	☐
	Document what to do if the website or hosting service is unavailable.

	☐
	Document what to do if a cyber-attack or data breach is suspected.



Testing and governance
	Done
	Action

	☐
	Conduct an annual desktop exercise covering fire, cyber attack, Microsoft 365 outage, website outage, CAF Bank unavailable and major data breach.

	☐
	Record lessons learned and update the plan.

	☐
	Board to review and approve the plan annually.

	☐
	Report results of continuity exercises and lessons learned to trustees.


Version Control - Approval and Review
The charity will periodically review staff and volunteer feedback, sickness absence trends where available, wellbeing concerns, complaints, incidents and the effectiveness of actions taken under this policy.
This policy will be reviewed periodically, or following an incident, change in legislation, or other significant factors.


	Version No
	Approved By
	Approval Date
	Main Changes
	Review Period

	1.0
	Board
	
	Initial draft approved
	Annually

	
	
	
	
	



Appendices
1. Systems and Back Up Toolkit.
2. Building Evacuation Checklists. 
3. Useful Resources.
4. Regulatory Reporting.
[bookmark: Appendix1_backuptool]Appendix 1 - Systems and Backups Toolkit

With the increasing risks associated with AI, keeping your data safe is now more critical than ever.  This quick task will help you assess if there are any additional steps your might need to take to protect your organisation. 
✅ Step 1: Review Your Systems
Action: Go to the table in the page below and cross out any systems that your charity doesn’t use. Add any other systems you do use in the blank rows at the bottom.
🔁 Step 2: Check Your Backups
Action: For each system you use, write down how often it’s backed up (e.g. daily, weekly, monthly, never, don’t know).
⚠️ Step 3: Identify Any Actions Needed
Action: For each system, note any actions needed to improve data safety, such as implementing more frequent back-ups. 
Step 4 – Additional checks.
- All necessary data is saved when the system is backed up
- Access to each system is controlled – only those who need it have access.
- The back-up data is also held securely.
- Data is backed up sufficiently frequently to enable us to restore the data, if it was to be lost from the live system.  

	System Type
	Name of System Used
	Backup Frequency (e.g. daily, weekly, never)
	Action Needed to Keep Data Safe

	Email
	
	
	

	File Storage
	
	
	

	CRM / Donor Database
	
	
	

	Website
	
	
	

	Finance / Accounting
	
	
	

	Volunteer Management
	
	
	

	AI Tools (if any)
	
	
	

	Box Office / Ticketing
	
	
	

	Alumni / Membership
	
	
	

	Client / Beneficiary
	
	
	

	Other (add your own)
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


[bookmark: Appendix2_Building_Evacuation]Appendix 2 – Building Evacuation Checklists
Temporary Office Evacuation
Relocation Checklist
Staff, other offices and the chair to be notified.
Staff list with telephone numbers and email addresses to be maintained.
Partners to be notified by individual staff, as necessary.
Ensure that any regulatory reporting action is taken, if applicable. For example, RIDDOR in respect of health and safety, or ICO reporting where a personal data breach meets the reporting threshold.
Relocate to a sister organisation, pro bono space, rented serviced accommodation or home working arrangements. This must be scoped as part of the planning process and relevant details included in this plan.
Staff home working increased, as necessary.
Hard copy records and equipment, to be relocated if evacuation is longer term. Details of local transport services to be included.
Critical data, applications and cloud backups to be restored and tested where necessary. Recovery procedures shall be documented and tested annually.
Assess whether the incident affects third-party providers, banking services or digital systems and implement contingency arrangements.
Prioritise restoration of communications, banking access and critical service delivery capability.
Download or activate VOIP software to laptops to maintain telephone services, if available. Alternatively use mobiles, Teams, Zoom, WhatsApp or similar services.
Mail to be collected and/or redirected. Include who will do this.
Relevant safety/security work to be arranged. For example, securing access to the building, making safe or repairs to make the office usable. Include name and contact details of local contractors.
Insurance brokers to be notified and any policy compliance requirements confirmed. Include contact number and name.
Ensure that all costs incurred are identified, receipts obtained and reported to the finance team.
Meetings to be cancelled or rescheduled by individuals.
Cancel or suspend near-term contracts and delay any planned deliveries. Insert contact details and who will do this.
Reoccupation Checklist
No reoccupation until clearance by fire, environmental or other authorities and health and safety clearance, as appropriate.
Organise specialist cleaning team, if necessary. Include contact details.
Organise repairs, as necessary. Include contact details.
Restore utilities. Include utility company contact details.
Restore contracts.
Restore mail and telephone diverts.
Replace or restore local server and devices if applicable.
Retrieve records and equipment.
Confirm that critical systems, data, communications and banking arrangements have been restored or that alternative arrangements are functioning.
Ensure that all costs incurred are identified, receipts obtained and reported to the finance team.
Permanent Relocation
Planning Checklist
Board approval for plan.
Staff briefings and work planning to mitigate impact by rescheduling activities where possible.
Check lease, if applicable, for liabilities in respect of dilapidations, early departure or similar.
Create costings for relocation and assess longer-term financial impact. Create contingency savings plan, if necessary.
Agree increased home working and how to manage communication, reschedule meetings and locations.
Negotiate and agree termination of lease/contracts as necessary.
Ensure insurance company requirements are complied with.
Notify change of address to contacts, mail redirect, update letterheads, Companies House and Charity Commission registered address and amend website contact details.
Destroy all unnecessary paperwork/junk that has built up.
Arrange IT: relocate any local server or devices and switch phone numbers/telephony software for laptops.
Consider delaying any staff recruitment.
Review and consider any HR implications, such as possible change of work location.
Move Plan
Visit new location(s) to assess requirements and arrange anything needed.
Loading/unloading, access, legal checks, decor, connectivity and service contracts.
Use detailed office specification and location checklists in Appendices 1 and 2.
Contract with move company to storage/new location.
Create Pack N Go plan for actual move logistics.
[bookmark: Appendix3_Useful_Links]Appendix 3 - Useful Links
UK Government; How Prepared Are You? Business Continuity Management Toolkit – Still one of the best practical step-by-step continuity planning guides for small and medium-sized organisations, including voluntary and community organisations. Covers business impact analysis, continuity strategies, emergency packs, testing and review.
Charity Commission for England and Wales; Charities and Risk Management (CC26) – Essential trustee guidance. Includes risk registers, risk assessment methodology, governance responsibilities and examples of common charity risks.
National Cyber Security Centre (NCSC); Cyber Security Advice for Small to Medium Sized Organisations – Specifically includes cyber incident planning, response and recovery guidance, ransomware advice, cloud services guidance and "Exercise in a Box" cyber testing tools suitable for charities. [ncsc.gov.uk]
Charity Digital; What to Include in a Business Continuity Plan – A recent charity-sector guide discussing cyber-attacks, premises loss, funding risks and continuity planning. Useful as an accessible companion to the more formal guidance. 
National Cyber Security Centre (NCSC); Exercise in a Box. Not a guidance document but arguably the most useful practical tool available. Allows charities to run desktop exercises covering ransomware, phishing, supplier compromise and service outages. Mentioned within the NCSC small organisations guidance. 
UK Government Security Group; Principle B5: Resilient Networks and Systems – One for larger organisations : it explicitly addresses business continuity, disaster recovery, critical systems, data availability and third-party dependencies. 
[bookmark: Appendix4_RegulatoryReporting]Appendix 4 – Regulatory Guidance
Charity Commission for England and Wales; How to Report a Serious Incident in Your Charity – Essential guidance for trustees on identifying, responding to and reporting serious incidents. Covers safeguarding, fraud, cyber incidents, data breaches, significant financial loss, reputational damage and what information must be reported to the regulator. 
Office of the Scottish Charity Regulator (OSCR); Changes in the Way Charities Report Important Issues to OSCR – Explains the 2024 replacement of the Notifiable Events regime. Clarifies trustees' responsibilities for managing serious issues and when concerns should be raised with OSCR if trustees cannot adequately address significant problems themselves. 
Charity Commission for Northern Ireland (CCNI); Serious Incident Reporting: A Guide for Charity Trustees – Practical step-by-step guidance covering what constitutes a serious incident, when to report, how to report, fraud, safeguarding, financial crime, terrorism concerns and other major incidents affecting charities. 
Information Commissioner's Office (ICO); Personal Data Breaches: A Guide – Comprehensive guidance on identifying, managing and reporting personal data breaches. Includes the 72-hour reporting requirement, notifying affected individuals, record keeping and incident response planning. 
Information Commissioner's Office (ICO); Personal Data Breach Reporting – ICO's reporting portal and guidance for organisations that need to notify a personal data breach. Useful for continuity plans and incident response procedures. 
Health and Safety Executive (HSE); Make a RIDDOR Report – Official HSE reporting guidance explaining who should report, which incidents are reportable, how to submit reports and links to the relevant reporting forms. Useful to include within incident response and emergency procedures
Companies House; How to Choose or Change Your Company's Registered Office Address – Practical guidance explaining the role of the registered office and considerations when changing address following relocation or disruption.
Other regulators.
· Disclosure and Barring Service (DBS): if an individual has been dismissed or removed from working with children or vulnerable adults (or would have been if they had not left first) because they harmed or posed a risk of harm or there are concerns that an individual may pose a risk of harm to children or vulnerable adults.
· Local Authority Environmental Health Department: For incidents in certain sectors like retail, warehousing, and offices.
· Care Quality Commission (CQC): If the incident occurs in a healthcare setting, such as a hospital, care home, or clinic.
· Ofsted (Office for Standards in Education, Children’s Services and Skills): If the incident involves safeguarding issues or affects the welfare of children and young people.
· Department for Education (DfE): For significant incidents that may impact the operation of educational institutions.
· Environment Agency: For incidents that may have caused environmental harm, such as chemical spills.
· Animal and Plant Health Agency (APHA): For incidents involving animal welfare, diseases, or biosecurity.
This BCP Is Not Professional Advice
This Business Continuity Plan is for general interest only and does not constitute professional legal or financial advice.  I'm neither a lawyer, nor an accountant, so not able to provide this, and I cannot write guidance that covers every charity or eventuality.  I have included links to relevant regulatory guidance and resources to help you.  However, in making use of my work you accept that I have no responsibility whatsoever for 3rd party content and that you will check to ensure that whatever you create reflects correctly your charity’s needs and your obligations.  In using this resource, you accept that I have no responsibility whatsoever from any harm, loss or other detriment that may arise from your use of my work.  If you need professional advice, you must seek this from someone else. To do so, register, then login and use the Help Finder directory to find pro bono support. Everything is free.
Ethics note: AI was partially used in researching this guide, but under the direction and control of a human.
Version Control
2017 – original.
Aug 2026 – major rewrite, particularly cyber and related issues.
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